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1. Introduction 

Artificial intelligence is one of the most influential areas of computer science because it 

provides computational techniques that allow machines to learn from data, reason under 

uncertainty, recognise patterns, generate content and support decision-making. In classical 

computer science, programmers wrote explicit instructions for each task. In modern AI, the 
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system can infer rules from examples, improve through feedback and adapt to changing 

environments. This shift has created new methods for solving problems that were difficult for 

deterministic programming, such as speech recognition, image classification, recommendation, 

anomaly detection and natural language understanding [1-4]. As a result, AI now influences 

almost every computer science subfield, including software engineering, cybersecurity, 

databases, networking, cloud computing, robotics, human-computer interaction and 

information retrieval. 

The importance of AI has increased because digital societies now produce large volumes of 

structured and unstructured data. Social media, sensors, mobile devices, health platforms, e-

commerce systems and enterprise applications continuously create data streams that cannot be 

managed effectively by manual analysis alone. Machine learning and deep learning models 

help convert this data into useful predictions, classifications and recommendations. For 

example, deep neural networks have improved computer vision, transformer models have 

transformed natural language processing, and reinforcement learning has demonstrated strong 

performance in games, optimisation and control [3-6]. These developments show that AI is not 

a separate discipline outside computer science; rather, it is a core layer of intelligent computing. 

The emergence of large language models and foundation models has further changed the role 

of AI in computer science. Earlier AI systems were commonly trained for narrow tasks, but 

foundation models can be adapted to many tasks using prompting, fine-tuning or retrieval-

augmented generation. In software engineering, these models can help write code, summarise 

documentation, detect bugs and support testing. In education, they can act as tutoring assistants. 

In cybersecurity, they can support threat intelligence, log analysis and incident response. 

However, their outputs may include hallucinations, hidden bias, insecure code or unverifiable 

claims, which means that human oversight remains necessary [7,8]. 

A review of AI in computer science is therefore timely because the field is moving from 

algorithm-centred research to system-centred research. The main question is no longer only 

whether a model achieves high accuracy, but whether the complete AI system is reliable, 

explainable, secure, energy-efficient, legally compliant and socially acceptable. This paper 

reviews the foundations, methods, applications, benefits, challenges and future directions of 

AI within computer science. It presents AI as a lifecycle that begins with problem framing and 

data preparation and continues through modelling, deployment, monitoring and governance. 

This lifecycle perspective is useful for students and researchers because many AI failures occur 
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not during model training but during data collection, deployment, maintenance or human use 

[23,26,27]. 

The contribution of this review is threefold. First, it provides a clear taxonomy of major AI 

techniques relevant to computer science. Second, it maps these techniques to current 

application domains, including software engineering, cybersecurity, natural language 

processing, computer vision, data mining, robotics and human-computer interaction. Third, it 

evaluates the limitations of current AI systems and proposes research directions for trustworthy 

AI. The review is written in a Scopus-style academic format with numbered citations, tables 

and original visual summaries so that it can support coursework, seminar preparation or an 

early-stage literature review. 

2. Review method and scope 

Literature was selected from major computer science and engineering sources, including books, 

journal papers, conference proceedings, technical reports and regulatory documents. Priority 

was given to influential AI foundations, highly cited machine learning and deep learning 

papers, recent surveys on large language models and responsible AI, and governance 

frameworks that directly affect computer science practice. Table 1 summarises the review 

strategy. 

The scope of the review is limited to AI topics that are directly connected to computer science. 

Therefore, the paper discusses algorithms, system pipelines, applications and governance, but 

it does not provide a detailed mathematical proof of every learning method. It also does not 

review all application areas of AI in medicine, business or social science. Those fields are 

mentioned only when they illustrate a computer science issue, such as model evaluation, 

explainability, data privacy or deployment. This scope is suitable because computer science 

students usually need to understand how AI systems are designed and evaluated before 

applying them in domain-specific contexts. 

The review follows four synthesis questions. First, what are the main AI methods currently 

shaping computer science? Second, where are these methods applied inside computer science 

systems? Third, what benefits and risks appear repeatedly across the literature? Fourth, what 

research directions are most important for future AI systems? These questions support a 

balanced review because they include technical, practical and ethical dimensions. The review 

uses numbered in-text citations to follow a common Scopus-indexed journal style. Figures and 
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graphs are original illustrations developed from the reviewed literature and are presented as 

interpretive synthesis rather than direct bibliometric measurements. 

Because AI is rapidly changing, recency is important. However, older foundational works are 

still included when they introduced concepts that remain central, such as deep learning, 

transformers, reinforcement learning, explainable AI and federated learning. The result is a 

layered review: foundational papers explain why particular methods matter, while recent 

sources explain why AI governance, generative models and operational monitoring have 

become urgent research concerns [8,22,23]. 

3. Evolution of AI as a computer science discipline 

AI began as an attempt to build machines capable of symbolic reasoning, search, planning and 

problem solving. Early AI systems were based mainly on logic, rules and expert knowledge. 

These systems were useful for clearly structured domains but struggled with noisy data and 

real-world uncertainty. As data availability and computing power increased, AI gradually 

shifted towards statistical machine learning. Instead of manually programming every rule, 

researchers trained models to learn patterns from data. This change made AI more scalable and 

allowed computer systems to perform tasks such as classification, clustering and prediction 

with increasing accuracy [1,2]. 

Deep learning created the next major transformation. Multi-layer neural networks made it 

possible to learn hierarchical representations from raw data. In computer vision, convolutional 

neural networks learned features from pixels; in natural language processing, sequence models 

learned word and sentence representations; in speech processing, deep models improved 

recognition performance. The success of deep learning was supported by larger datasets, 

graphics processing units and optimisation methods. LeCun, Bengio and Hinton argued that 

deep learning enables models to discover representations automatically, reducing the need for 

manual feature engineering [3]. This idea remains important across computer science because 

representation learning is now used in software analytics, network security, recommender 

systems and graph data mining. 

The transformer architecture marked another major step. Its attention mechanism allowed 

models to capture relationships between tokens more effectively than many recurrent 

architectures, improving machine translation and later powering large language models [4]. 

Transformer-based systems such as BERT and GPT-style models demonstrated that large-scale 
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pre-training followed by adaptation could deliver strong performance across many tasks [5,6]. 

In computer science, this has changed both research and practice. AI models are no longer only 

task-specific classifiers; they increasingly behave like general-purpose components that can be 

connected to tools, databases, APIs and programming environments. 

The current era is often described as the foundation-model era. Foundation models are trained 

on broad data and adapted to many downstream tasks [7]. Their strength is flexibility, but their 

weakness is that their internal behaviour is difficult to inspect, evaluate and control. A language 

model may answer a question confidently while producing false information. A code model 

may generate a program that appears correct but contains security vulnerabilities. A vision 

model may fail when input data differs from training data. These issues reveal a central tension 

in modern AI: capability is increasing quickly, but assurance, evaluation and governance are 

still developing [8,28]. 

The evolution of AI also shows that computer science has moved from isolated algorithms to 

integrated AI systems. Modern AI projects include data engineering, feature or representation 

learning, model training, testing, deployment pipelines, monitoring dashboards, human 

feedback and risk controls. This is why MLOps has become important. MLOps connects 

machine learning with software engineering operations so that models can be versioned, 

deployed, monitored and updated responsibly [27]. Without this operational discipline, models 

may perform well in research experiments but fail in real environments due to data drift, 

changing user behaviour or hidden technical debt [26]. 

 

Figure 1: Conceptual lifecycle of AI in computer science systems. 

In summary, AI has evolved through symbolic reasoning, statistical learning, deep learning, 

transformer-based foundation models and operational AI systems. Each stage did not fully 

replace the earlier one. Instead, modern AI combines multiple traditions: symbolic knowledge 

can improve reasoning, statistical learning can manage uncertainty, deep learning can learn 

complex patterns, and governance frameworks can support responsible deployment. This 
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combination is important for computer science because future systems will likely be hybrid, 

multimodal, distributed and continuously evaluated. 

4. Core AI methods in computer science 

Machine learning is the foundation of many AI systems. It includes supervised learning, 

unsupervised learning and reinforcement learning. In supervised learning, models learn from 

labelled examples and are commonly used for classification and regression. In unsupervised 

learning, models discover hidden structures such as clusters or low-dimensional 

representations. Reinforcement learning trains agents through rewards and penalties, making it 

useful for sequential decision-making and control. These learning types are used in 

recommendation engines, fraud detection, network intrusion detection, resource scheduling 

and intelligent robotics [1,2,19]. 

Deep learning extends machine learning by using neural networks with multiple layers. 

Convolutional neural networks are effective for images, while recurrent and attention-based 

architectures are useful for sequential data. Residual networks improved the training of very 

deep models by using skip connections, which helped computer vision systems achieve strong 

performance [20]. Deep learning is powerful because it can learn features automatically, but it 

usually requires large datasets, high compute resources and careful regularisation. It can also 

be difficult to interpret, which becomes problematic in high-stakes domains such as healthcare, 

finance, education and security [3,9]. 

Natural language processing has been transformed by transformer models. BERT introduced 

deep bidirectional language representations that improved many language understanding tasks 

[5]. GPT-style models showed that large autoregressive language models could generate 

coherent text and support zero-shot or few-shot tasks [6]. In computer science, language models 

are now used for code generation, documentation, summarisation, automated feedback, search 

and knowledge management. However, language models do not guarantee truth. They predict 

plausible sequences, and this can create hallucinations or unsupported claims. Therefore, 

retrieval, tool use, evaluation and human review are necessary for reliable use [8,28]. 

Graph learning is another important area because many computer science problems are 

relational. Social networks, knowledge graphs, citation networks, software dependency graphs, 

communication networks and cyber-attack paths can all be represented as graphs. Graph neural 

networks learn node, edge and graph-level representations by aggregating information from 
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neighbourhoods [17,18]. This makes them useful for recommendation, fraud detection, 

vulnerability discovery, traffic forecasting and knowledge reasoning. The limitation is that 

graph models can be sensitive to noisy edges, over-smoothing and scalability constraints on 

large dynamic graphs. 

Explainable AI aims to make model behaviour more understandable. Techniques such as LIME 

and SHAP estimate how features contribute to model predictions [10,11]. Explainability is 

valuable because AI systems are increasingly used in decisions that affect users, organisations 

and public services. Nevertheless, explanations can be incomplete or misleading if they 

simplify a complex model too much. A good explanation should be faithful to the model, 

understandable to the user and useful for the decision context [9]. This means explainability is 

not only a technical method; it is also a communication problem. 

Federated learning and privacy-preserving AI address the problem of learning from distributed 

data without transferring all raw data to a central server. This approach is relevant for mobile 

devices, healthcare networks, industrial systems and smart cities [15,16]. It can reduce privacy 

risks, but it does not automatically solve all privacy problems because gradients and model 

updates may still leak information. Secure aggregation, differential privacy and robust 

aggregation are therefore often needed. These methods show that the future of AI will be 

connected to privacy engineering as much as to predictive performance. 

Adversarial machine learning studies how AI systems can be attacked and defended. Small 

input changes may cause a classifier to make incorrect predictions, and data poisoning can 

corrupt training data [13,14]. These issues are critical for computer science because AI is now 

deployed in cybersecurity, autonomous systems, identity verification and content filtering. A 

secure AI system must therefore be tested not only against normal inputs but also against 

malicious behaviour. Robustness, monitoring and incident response should be built into the AI 

lifecycle rather than added only after deployment. 

Table 1presents a taxonomy of major AI methods, their computer science uses and their main 

limitations. The table shows that no method is universally best. The selection of an AI 

technique should depend on the task, data type, risk level, explainability requirement, 

deployment environment and available resources. 
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Table 1: Taxonomy of AI methods, computer science applications, strengths and 

limitations 

AI method Typical CS 

applications 

Strengths Limitations 

Supervised 

machine learning 

Defect prediction, 

spam filtering, 

intrusion detection, 

classification 

Clear evaluation 

metrics and strong 

baseline 

performance 

Requires labelled 

data and may 

overfit historical 

patterns 

Deep learning Vision, speech, 

malware detection, 

NLP, recommender 

systems 

Learns complex 

representations 

from raw data 

High compute cost 

and limited 

interpretability 

Transformers and 

LLMs 

Code generation, 

search, 

summarisation, 

tutoring, 

documentation 

Flexible language 

interface and 

strong transfer 

ability 

Hallucination, bias, 

privacy and 

verification 

concerns 

Graph neural 

networks 

Social networks, 

knowledge graphs, 

software 

dependencies, 

cyber paths 

Models relational 

structure 

effectively 

Scalability and 

noisy-edge 

sensitivity 

Federated learning Mobile AI, 

healthcare 

networks, IoT and 

edge systems 

Supports 

distributed training 

with reduced raw-

data sharing 

Communication 

cost, privacy 

leakage and 

aggregation attacks 

Explainable AI Auditing, decision 

support, model 

debugging, 

compliance 

Improves 

transparency and 

user trust 

Explanations may 

be approximate or 

misunderstood 
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Reinforcement 

learning 

Robotics, 

scheduling, games, 

resource allocation 

Learns sequential 

decision strategies 

Can be sample-

inefficient and hard 

to verify 

 

5. Applications of AI in computer science 

AI has become highly visible in software engineering. Code completion tools, automated 

testing systems, bug localisation methods and program repair techniques all use AI to support 

developers. Large language models can generate code snippets and explain existing code, while 

machine learning can predict defective modules using historical repository data. These tools 

may improve productivity, but they also raise concerns about insecure code, licensing, 

overreliance and reduced understanding among novice programmers. Therefore, AI should be 

treated as an assistant rather than a replacement for software engineering judgement [7,8,26]. 

Cybersecurity is another major application area. AI can analyse large volumes of logs, detect 

anomalies in network traffic, identify malware patterns and support phishing detection. 

Machine learning is useful in security because attacks are dynamic and manual rule writing is 

not enough. However, attackers can also use AI to automate phishing, generate malicious code 

or evade detection. The relationship between AI and cybersecurity is therefore dual-use. The 

same techniques that help defenders can help attackers. This makes robustness, explainability 

and secure deployment especially important in security applications [13,14]. 

In data mining and knowledge discovery, AI supports classification, clustering, association 

analysis, recommendation and predictive analytics. Recommendation systems in e-commerce 

and streaming platforms are well-known examples. In academic and enterprise contexts, AI 

can discover patterns in documents, transactions, sensor logs and user behaviour. Graph 

learning and knowledge graphs are increasingly used to connect structured and unstructured 

information. The challenge is that data mining can lead to privacy invasion or unfair profiling 

if data governance is weak. Ethical data use is therefore part of technical quality, not a separate 

issue [12,23]. 

Computer vision is one of the most mature AI application domains. Deep networks can classify 

images, detect objects, segment scenes and support video understanding. These methods are 

used in surveillance, autonomous vehicles, manufacturing inspection, medical imaging and 

augmented reality. In computer science research, vision models are important because they 
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show the strengths and weaknesses of representation learning. They can achieve high 

benchmark accuracy but fail under distribution shift, poor lighting, adversarial perturbations or 

biased datasets. Reliable vision systems therefore require robust testing across real-world 

conditions [3,20]. 

Natural language processing and generative AI are now central to computer science practice. 

Search engines, chatbots, summarisation tools, question-answering systems and code assistants 

use language models to handle text and dialogue. The main benefit is that language becomes 

an interface to computing. A user can request information or actions in ordinary language rather 

than through complex commands. The risk is that fluent output may hide uncertainty, bias or 

factual error. This is especially important when AI tools are used in education, research writing, 

legal work or technical documentation [6-8,28]. 

AI also supports cloud computing and distributed systems. Resource allocation, workload 

prediction, energy optimisation and failure prediction can all be improved using machine 

learning. In edge computing and Internet of Things systems, AI can process data closer to 

where it is generated. This reduces latency and bandwidth use but creates constraints related to 

memory, energy and device security. Efficient AI, including model compression, quantisation 

and small language models, is likely to become more important as intelligent computing moves 

from central servers to distributed devices. 

 

Figure 2: Qualitative synthesis graph comparing AI application maturity and risk 

intensity across computer science domains. 
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Human-computer interaction uses AI to improve usability, accessibility and personalisation. 

Intelligent interfaces can adapt to user behaviour, support speech interaction, recommend 

actions and assist users with disabilities. However, AI-driven interfaces can also manipulate 

attention, reduce user autonomy or make decisions without clear explanation. Human-centred 

AI therefore requires user studies, transparent design and meaningful control. The goal is not 

simply to automate interaction but to improve human capability while respecting user agency. 

Education is a rapidly growing application area. AI tutors, automated feedback systems and 

adaptive learning platforms can support students with personalised explanations and practice. 

In computer science education, AI tools can help learners debug code or understand algorithms. 

Yet there is a risk that students may copy AI-generated answers without learning the underlying 

concepts. Universities therefore need clear guidance that encourages ethical assistance while 

protecting independent thinking, assessment integrity and skill development. 

6. Benefits of AI for computer science systems 

The first major benefit of AI is automation. Many computing tasks are repetitive, time-

consuming or too complex for manual processing. AI can automate image annotation, 

document classification, log analysis, code suggestions and customer support responses. 

Automation does not remove the need for humans, but it changes human work from routine 

execution to supervision, interpretation and problem framing. In software projects, this can 

reduce development time and allow teams to focus on architecture, testing and user needs. 

The second benefit is prediction. Computer systems generate operational data that can be used 

to forecast failures, detect anomalies and optimise resources. Predictive models can support 

capacity planning in cloud systems, identify likely defects in software modules and detect 

suspicious cyber activity. Prediction is valuable because it allows organisations to move from 

reactive management to proactive intervention. However, prediction must be evaluated 

continuously because model performance can degrade when data distributions change [26,27]. 

The third benefit is personalisation. AI systems can adapt interfaces, recommendations and 

learning materials to user preferences and behaviour. Personalisation improves user experience 

when it is transparent and useful. For example, recommendation systems reduce information 

overload, adaptive learning systems support different learning speeds, and intelligent assistants 

simplify access to digital services. The risk is that personalisation can create filter bubbles or 
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unfair treatment if it relies on biased data. Fairness and user control are therefore essential 

design principles [12,23]. 

The fourth benefit is knowledge extraction. AI can identify patterns in large datasets that would 

be difficult for humans to inspect manually. This is important in scientific computing, digital 

libraries, business analytics, software repositories and security monitoring. Graph models and 

language models can also connect information across sources, enabling more advanced search 

and reasoning. The value of knowledge extraction depends heavily on data quality. Poor data 

produces poor insight, even when the model architecture is advanced. 

The fifth benefit is intelligent interaction. AI changes how users interact with computers by 

supporting speech, vision, gesture, dialogue and natural-language programming. This makes 

technology more accessible to non-experts and can improve inclusion for users with 

disabilities. Nevertheless, intelligent interaction should not be confused with full 

understanding. AI interfaces must communicate limitations clearly and provide ways for users 

to correct errors. 

7. Technical and ethical challenges 

Despite strong progress, AI systems face several technical and ethical challenges. The first 

challenge is bias. Models learn from historical data, and historical data may contain social, 

cultural or institutional inequalities. If a dataset underrepresents some groups, the model may 

perform worse for those groups. Bias can appear in classification, recommendation, facial 

recognition, language generation and automated decision systems. Technical methods such as 

balanced datasets and fairness metrics help, but bias also requires organisational accountability 

and careful problem framing [12]. 

The second challenge is explainability. Many powerful models, especially deep networks and 

large language models, are difficult to interpret. Users may not know why a decision was made 

or which data influenced it. Explainable AI methods provide partial insight, but they cannot 

always fully reveal internal reasoning. In high-stakes contexts, a black-box model may be 

unacceptable even if it is accurate. Computer scientists must therefore design systems where 

explanations fit the user, the task and the risk level [9-11]. 

The third challenge is robustness and security. AI systems can fail when they receive data that 

differs from training conditions. They may also be deliberately attacked through adversarial 

inputs, poisoned datasets or prompt injection. These attacks are especially serious when AI is 
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used in cyber defence, authentication, autonomous control or software generation. Robust AI 

requires threat modelling, adversarial testing, secure data pipelines and monitoring. Security 

must be treated as a design requirement from the start [13,14]. 

The fourth challenge is hallucination and factual reliability in generative AI. Large language 

models can produce fluent but incorrect answers. In computer science, this may lead to 

incorrect explanations, insecure code or misleading documentation. Retrieval-augmented 

generation, tool verification and human review can reduce this risk, but they do not eliminate 

it. Evaluation must go beyond grammar and fluency to include factuality, source quality, 

robustness and task-specific correctness [8,28]. 

The fifth challenge is data privacy. AI models often need large datasets, but many datasets 

include personal, sensitive or proprietary information. Privacy risks appear during data 

collection, training, model sharing and inference. Federated learning, differential privacy and 

secure computation can reduce risk, but they may reduce accuracy or increase complexity 

[15,16]. Responsible data governance should define what data is collected, why it is needed, 

how long it is stored and who can access it. 

The sixth challenge is sustainability. Training large models consumes energy and hardware 

resources. Although efficient inference methods are improving, the growth of AI scale raises 

environmental and economic concerns. Computer science research should therefore consider 

not only accuracy but also computational cost, carbon footprint, latency and hardware 

availability. Efficient models are especially important for edge devices, low-resource 

institutions and developing regions. 

The seventh challenge is reproducibility. AI experiments can be difficult to reproduce because 

results depend on datasets, preprocessing, random seeds, hardware, hyperparameters and 

software versions. In applied projects, hidden technical debt can accumulate when data 

pipelines, model versions and monitoring processes are poorly documented [26]. Reproducible 

AI requires open reporting, version control, model cards, data documentation and clear 

evaluation protocols [29,30]. Table 3 summarises these challenges and practical mitigation 

strategies. 
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Table 2: Key AI challenges in computer science and practical mitigation approaches. 

Challenge Computer science 

impact 

Mitigation 

approach 

Relevant literature 

Bias and unfairness Unequal model 

performance and 

discriminatory 

recommendations 

Dataset audits, 

fairness metrics, 

stakeholder review 

[12], [23] 

Low explainability Users cannot 

understand or 

challenge decisions 

XAI methods, model 

cards, interpretable 

baselines 

[9]-[11], [30] 

Adversarial attacks Misclassification, 

evasion, data 

poisoning and prompt 

injection 

Threat modelling, 

red-team testing, 

robust training 

[13], [14] 

Hallucination Incorrect text, code or 

research claims 

Retrieval, 

verification, 

uncertainty 

reporting, human 

review 

[8], [28] 

Privacy risk Sensitive data leakage 

during training or 

inference 

Federated learning, 

differential privacy, 

access control 

[15], [16] 

Hidden technical 

debt 

Model decay, broken 

pipelines and 

maintenance burden 

MLOps, monitoring, 

versioning and 

reproducibility 

checks 

[26], [27] 

Sustainability cost Energy, hardware and 

financial barriers 

Efficient models, 

compression, carbon-

aware evaluation 

[22] 
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8. Governance, regulation and responsible AI 

AI governance has become a major computer science issue because deployed AI systems can 

affect safety, privacy, fairness, security and fundamental rights. Governance means the 

structures, processes and standards used to ensure that AI is designed and used responsibly. It 

includes risk assessment, documentation, accountability, human oversight, incident reporting 

and continuous monitoring. The NIST AI Risk Management Framework describes trustworthy 

AI characteristics such as validity, reliability, safety, security, resilience, accountability, 

transparency, explainability, privacy and fairness [23]. These characteristics are useful for 

computer scientists because they translate ethical principles into engineering requirements. 

 

Figure 3: Governance gap between typical AI project emphasis and responsible-AI 

target emphasis. 

Regulation is also becoming more important. The European Union Artificial Intelligence Act 

follows a risk-based approach, with stricter obligations for high-risk AI systems and specific 

rules for transparency and general-purpose AI [24]. Even when a project is not located in 

Europe, this regulatory direction influences global AI practice because companies, researchers 

and software vendors often operate across borders. Computer science students therefore need 

to understand not only how to build AI models but also how legal and organisational constraints 

shape deployment. 
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Responsible AI requires documentation. Model cards describe intended use, performance, 

limitations and ethical considerations [30]. Dataset documentation and audit trails help users 

understand the origin and quality of training data. These documents do not solve all risks, but 

they support transparency and reproducibility. They also make it easier for teams to identify 

whether a model is being used outside its intended context. 

Human oversight remains essential. AI systems can support decisions, but accountability 

should not be transferred blindly to algorithms. A human-centred approach defines when 

automation is appropriate, when human review is required and how users can appeal or correct 

outcomes. This is particularly important for education, recruitment, healthcare, finance and 

public services. In computer science, the design of oversight mechanisms should be part of 

system architecture, not an afterthought. 

Responsible AI also requires interdisciplinary collaboration. Technical teams need input from 

domain experts, legal specialists, ethicists, users and affected communities. This collaboration 

helps identify risks that may not be visible from accuracy metrics alone. For example, a model 

may perform well overall but still fail for a minority group or encourage harmful user 

behaviour. Governance therefore connects technical evaluation with social context. 

9. Future research directions 

The first future direction is trustworthy generative AI. As large language models become 

common in programming, education, business and research, computer scientists need better 

methods for evaluating truthfulness, reasoning, safety, bias and citation quality. Benchmarks 

alone are not enough because models may perform well on tests but fail in real tasks. Future 

systems should combine retrieval, verification, uncertainty estimation and human feedback so 

that users can distinguish reliable outputs from uncertain ones [8,28]. 

The second direction is efficient and sustainable AI. The trend towards larger models has 

produced impressive capabilities but also high compute costs. Research is needed on smaller 

models, model compression, quantisation, knowledge distillation, sparse architectures and 

energy-aware training. Efficient AI is not only an environmental concern; it is also a fairness 

issue because high-cost models may exclude researchers and organisations with limited 

resources. Computer science should therefore value efficiency as a core performance 

dimension. 
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The third direction is secure AI engineering. AI systems need security testing similar to 

traditional software systems, but with additional attention to data poisoning, adversarial 

examples, model theft, prompt injection and privacy leakage. Future AI engineering should 

include secure data pipelines, red-team testing, runtime monitoring and incident response. 

Security research should also address AI-generated code because code assistants can introduce 

vulnerabilities if users trust generated outputs without review. 

The fourth direction is human-centred AI. Future AI should be designed around human goals, 

not only around model performance. This includes explainable interfaces, user control, 

accessibility, informed consent and meaningful feedback mechanisms. Human-centred AI is 

especially important in education, healthcare, public administration and workplace systems. In 

computer science education, students should learn to evaluate how AI changes user behaviour 

and decision-making, not only how it changes accuracy scores. 

The fifth direction is hybrid AI. Symbolic reasoning, knowledge graphs, probabilistic methods, 

neural networks and language models each have strengths and weaknesses. Hybrid systems can 

combine structured knowledge with learned representations, which may improve reasoning, 

interpretability and reliability. For example, a language model connected to a knowledge graph 

can generate answers while checking facts against structured data. Such systems may be more 

dependable than purely generative models in domains where correctness matters. 

The sixth direction is lifelong and continual learning. Many AI systems are trained once and 

then deployed, but real environments change. Continual learning aims to update models with 

new knowledge without forgetting previous knowledge. This is important for cybersecurity, 

recommendation, robotics, finance and scientific discovery. The challenge is to update models 

safely while controlling drift, bias and privacy risk. Continual learning should therefore be 

linked to monitoring, evaluation and governance. 

The seventh direction is AI for software and software for AI. AI will increasingly help write, 

test and maintain software, while software engineering will provide the discipline needed to 

manage AI systems. This mutual relationship will shape computer science curricula. Future 

graduates need skills in algorithms, data engineering, cloud systems, ethics, cybersecurity and 

MLOps. They must also learn how to question AI outputs critically. The strongest computer 

science professionals will not be those who merely use AI tools, but those who can evaluate, 

improve and govern them. 
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Overall, future AI research should move away from narrow benchmark competition and 

towards reliable systems that work under real constraints. Accuracy will remain important, but 

it should be reported alongside robustness, fairness, interpretability, efficiency, privacy and 

maintenance cost. This broader evaluation culture will make AI more useful and safer for 

society. 

10. Conclusion 

AI is now a core subject in computer science because it provides methods for learning, 

reasoning, prediction, generation and intelligent interaction. This review has shown that AI 

affects software engineering, cybersecurity, data mining, natural language processing, 

computer vision, cloud computing, robotics, education and human-computer interaction. Its 

growth has been driven by machine learning, deep learning, transformers, graph learning, 

federated learning and foundation models. These techniques have created major benefits, 

including automation, prediction, personalisation, knowledge extraction and improved 

interfaces. 

At the same time, AI creates serious challenges. Bias, lack of explainability, adversarial attacks, 

hallucination, privacy risks, sustainability concerns and reproducibility problems can reduce 

trust and cause harm. Therefore, computer science research cannot focus only on model 

accuracy. It must also address governance, security, human oversight and responsible 

deployment. Frameworks such as the NIST AI Risk Management Framework and risk-based 

regulation show that trustworthy AI is becoming both a technical and institutional requirement 

[23,24]. 

The future of AI in computer science will depend on the ability to build systems that are 

accurate, robust, explainable, efficient and socially responsible. This requires technical 

innovation, interdisciplinary collaboration and strong education. AI should be taught as a 

complete lifecycle: problem framing, data governance, modelling, evaluation, deployment, 

monitoring and accountability. When these elements are combined, AI can support better 

software, safer systems and more inclusive digital technologies. 

This balanced approach keeps artificial intelligence useful for computer science while 

recognising that practical value depends on data quality human judgement secure deployment 

transparent reporting and continuous learning after release This balanced approach keeps 

artificial intelligence useful for computer science while recognising that practical value 
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depends on data quality human judgement secure deployment transparent reporting and 

continuous learning after release This balanced approach keeps artificial intelligence useful for 

computer science while recognising that practical value depends on data quality human 

judgement secure deployment. 
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