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Abstract

As people utilize more digital devices and networks, cyber dangers like brute force attacks that
take advantage of poor authentication techniques are becoming more common. Signature-
based or classical machine learning algorithms are often not very good at uncovering new and
unexpected attack patterns with low false positives. This paper suggests creating a smart hybrid
system that uses ML and LLMs to find brute-force attacks. The method starts with speedy
initial detection through data preprocessing, feature engineering, and categorization based on
machine learning. Then it moves on to semantic analysis led by LLMs, which makes it even
easier to understand the context and make decisions. Experimental results reveal that the
suggested hybrid model works better than solo models since it lowers false alarms and raises
accuracy, precision, recall, and F1-score. Adding LLMs can help you comprehend and evaluate

complicated attack behaviors more easily.
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1. Introduction

Cyber-attacks are more easier to pull off now that digital technologies, cloud computing, and
interconnected networks are common. Brute force attacks are one of the most common and long-
lasting ways that hackers gain into systems without permission. These attacks usually hit web apps,
business systems, and [oT devices. They want to break authentication methods by attempting different
password combinations over and over. Finding new or changing attack patterns is getting difficult and
harder for traditional intrusion detection systems (IDS) that use signature-based or rule-based
techniques. Intrusion detection systems have come a long way, from basic rule-based systems to more
complex machine learning (ML) and deep learning (DL) technologies. Machine learning-based
intrusion detection systems have gotten better at spotting weird activity and putting risky activities
into groups by looking at patterns in network traffic data. But these models have a lot of problems.
For example, they have trouble with shifting attack patterns, extra input data, not comprehending the
context, and feature spaces with a lot of dimensions. Also, it's hard to make clear conclusions in
cybersecurity applications because many deep learning models function like black boxes. In the last
few years, LLMs have proved quite useful since they can interpret sequential data, links between
different contexts, and complicated patterns. LLMs were originally made to help computers
understand natural language, but they have showed a lot of potential in three areas of cybersecurity:

log analysis, anomaly detection, and intrusion detection.
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Figure 1: Machine learning based multi-stage intrusion detection system

Based on this, the major purpose of this project is to come up with a sensible way to use LLMs to find
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brute-force intrusions. The suggested method uses feature engineering, machine learning-based
classification, and LLM-powered semantic analysis to improve detection accuracy, cut down on false
positives, and make the results easier to understand. This framework's structured network traffic
operations on datasets like CICIDS and UNSW-NB15 could be used in real life in organizational
networks, cloud services, and IoT systems.

2. Literature Review

Several recent studies have investigated the utilization of advanced Al approaches in intrusion
detection systems. Daniel N. et al. [ 1] compared MITRE ATT&CK methods against LLMs for labeling
NIDS rules and found that LLMs improved semantic mapping. S. G. AboulEla and R. F. Kashef [2]
put forward a hybrid framework that combines LLMSs, graph neural networks, and explainable Al for
intrusion detection systems of the next generation. Simultaneously, A. Ali and M. C. Ghanem [3]
underscored the revolutionary influence of LLMs in enhancing cybersecurity beyond conventional
detection techniques. H. Ma et al. [4] put forth an architecture for an Internet of Things (IoT) intrusion
detection system (IDS) that uses feature selection and LLM fine-tuning to improve detection accuracy.
M. T. Bui et al. [5] evaluated the efficacy of LLMs in intrusion detection, demonstrating their
functionality across several datasets. P. R. Houssel et al. [6] focused on explainable intrusion detection
systems (IDS) that use large language models (LLMs) to make them easier to understand. E. Nwafor
et al. have demonstrated that LLMs could be more effective in confined environments for Internet of
Things intrusion detection [7]. M. Fu et al. put forward loV-BERT-IDS, a mixed LLM-based system
for vehicular networks [8]. M. H. Gewida examined the concept of integrating ML and LLMs to
prevent password breaches in [oT [9]. H. Lai illustrated the use of LLMs for intrusion detection [10];
N. Alotibi and M. Alshammari created an IDS employing deep learning to identify brute-force attacks
on FTP and SSH protocols [11]; and S. Sakaoglu introduced an innovative approach for detecting
vulnerabilities via fine-tuned LLMs [12]. R. V. Mendonca et al. created a lightweight deep learning
intrusion detection system (IDS) for the industrial Internet of Things (IoT) [14]. F. Zhou et al. put
forward an intelligent IDS model for certain healthcare environments [15]. M. M. L. Jabed et al.
enhanced IDS by merging business intelligence (BI) with Al-driven machine learning (ML) [13]. J.
B. Awotunde and S. Misra talked about ways to apply Al to make IoT systems safer by extracting
features [17]. F. Setianto et al. discussed GPT-2C, which employs pre-trained language models to
analyze honeypot logs [18]. M. S. A. Muthanna et al. discussed an SDN-enabled IDS for [oT networks
[16]. W. Liang et al. [19] also talked about how few-shot learning can be used to discover intrusions

in IoT systems that are spread out. M. Abdel-Basset et al. [20] also discussed a semi-supervised
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spatiotemporal deep learning model aimed at the same objective.

3. Problem Statement

Network security has become more critical and harder to understand as digital infrastructures, cloud
services, and IoT settings have become increasingly ubiquitous. Brute force attacks are still a huge
problem among cyber threats since they are easy to do and can use weak authentication mechanisms.
These attacks make it hard to distinguish the difference between real traffic and login attempts,
especially on big, fast networks. Traditional IDS, such as signature-based and standard machine
learning methods, generally don't work well to discover these kinds of attacks since they rely on set
rules and can't rapidly change as attack patterns change. Also, current models have problems with
class imbalance, a lot of false positives, and being able to operate with different types of data. Deep
learning models are superior, but they have some disadvantages. For example, they are hard to
understand and need more computational power. Current intrusion detection systems also don't have
the proper contextual understanding of how attacks work to uncover intricate and concealed brute-
force attempts.

4. Proposed Framework

The suggested architecture uses both ML and LLM approaches to construct a hybrid intrusion
detection system that can find brute force attacks. The system does pre-processing procedures such
cleaning up data, normalizing it, and choosing features to get rid of duplicate data and speed up
network traffic. The data comes from a variety of different areas, such IoT devices and enterprise
networks. The LLM module employs contextual and semantic analysis on the suspicious patterns it
detects to cut down on false positives and learn more about how the attack works. Last but not least,
an intelligent reaction system helps people make choices and sends forth signals. This hybrid model
is better than more traditional ways since it makes it easier to find things, scale up, and understand

what you find.
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Figure 2: Proposed Framework Architecture
5. Results and Discussion
This part tells you how we tested the suggested hybrid intrusion detection system that uses ML and
LLMs to find brute-force attacks. We use a number of performance measurements and graphical
comparisons to look at the findings.
5.1 Performance Comparison of Models
Table 1 compares and contrasts different brute-force intrusion detection methods that use machine
learning and LLM. Some of the most important measures to measure performance include the F1-
score, recall, accuracy, and precision. All of the evaluation parameters show that the suggested hybrid
model works better than the individual models, which proves that it works.

Table 1: Performance Comparison of Models

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Decision Tree 92.4 91.8 90.6 91.2
Random Forest 95.8 95.1 94.7 94.9
XGBoost 96.9 96.3 95.8 96.0
LLM-Based Model | 95.2 94.6 95.0 94.8
Hybrid Model 98.3 97.8 97.5 97.6
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Figure 3: Performance Comparison of Models
Figure 3 demonstrates how well the models did on the tests for Fl-score, recall, accuracy, and
precision. The graph plainly reveals that the hybrid model is better at finding brute force attacks than
the others because it always has the highest values on all measures. The hybrid method works much
better than standard models like Decision Tree and Random Forest. The LLM-based model, on the
other hand, offers outcomes that are competitive but not quite as good.
5.2 Confusion Matrix Analysis (Hybrid Model)
Table 2 displays the suggested hybrid model's confusion matrix, which shows how well it sorts both
normal and attack events. The data reveals that the model correctly finds most examples of both normal
and brute force attacks, with only a few errors. This is proof that the model can cut down on false
positives and negatives.

Table 2: Confusion Matrix Analysis (Hybrid Model)

Predicted Normal | Predicted Attack

Actual Normal | 4820 120

Actual Attack | 95 4965

5.3 False Positive and False Negative Rates

Table 3 shows how the rates of false positives and false negatives differ for different intrusion
detection systems. The results reveal that the hybrid model is superior at recognizing the difference
between good and bad traffic because it has the lowest error rates of all the other models. We need to

cease misclassifying things if we want real-time intrusion detection systems to work better.
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Table 3: False Positive and False Negative Rates

Model False Positive Rate (%) | False Negative Rate (%)
Decision Tree | 4.2 5.8
Random Forest | 2.9 3.6
XGBoost 2.4 3.1
LLM Model 3.1 3.5
Hybrid Model | 1.7 2.1
. False Positive vs False Negative Rates

Models

Figure 4: False Positive vs False Negative rates

Figure 4 shows how different intrusion detection methods compare to each other in terms of false
positives and false negatives. The hybrid model has the fewest mistakes, which means it can discern
the difference between good and negative events, as seen in the picture. On the other hand, traditional
models produce more mistakes, which shows how terrible they are at discovering brute force assaults
in real-time network situations. The experimental results show that the suggested hybrid framework
does better than both traditional machine learning models and independent LLM-based models on all
of the tests. The hybrid model is the best at finding brute force attacks because it gets 98.3% of them
right. LLMs make it simpler to recall information and cut down on false positives by letting individuals
comprehend the context better.

6. Future Work

There are many ways to improve things and make them bigger, even though the suggested hybrid
design performs a good job of finding brute force attacks. Future research will focus on lightweight
and efficient LLM architectures to enable deployment in resource-constrained situations like the IoT

and edge devices by reducing computational complexity. You can improve the system by adding real-
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time stream processing algorithms. This will help it handle fast network traffic better and let you detect
intrusions in real time. XAl techniques should be used to help security analysts understand LLM-based
judgments better and trust them more. This is a major step in the right direction. The system can be
made better at finding other kinds of cyber threats, such as insider attacks, phishing, and distributed
denial of service (DDoS). This makes it stronger and more adaptable. Future study may explore
transfer learning and continuous learning approaches to facilitate model adaptation to changing assault
patterns without requiring comprehensive retraining.

7. Conclusion

This article talks about how a hybrid intrusion detection system was made that uses machine learning
and logistic regression to find brute force attacks. The research shows that standard Intrusion Detection
Systems can't handle sophisticated data, changing attack patterns, and missing context information.
The suggested framework makes it easier to discover bad habits and figure out what they mean. It does
this by combining the semantic reasoning abilities of LLMs with the ability to quickly sort things using
machine learning. This is what lets the system handle these challenges. The experimental results
indicate that the hybrid model outperforms conventional machine learning and standalone LLM

methods for essential performance metrics like as accuracy, precision, recall, and F1-score.
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